Vermont Legislative Research Service

https://www.uvm.edu/cas/polisci/vermont-legislative-research-service-virs

The Use of Slack and Other Communication Platforms in Government

The recent rise in online work has led to a large increase in use of apps and websites that have
been created for the workplace. There have been many challenges and questions emerging
with this transition and these apps are attempting to ease this burden. This report examines
one of these apps called Slack, as well as a few similar apps. We begin by looking into the
features of Slack and the security practices of the app. We then look into the use of Slack by
other US government agencies as well as international governments. We then examine two
similar apps, Microsoft Teams and Google Chat. We conclude with our responses from other
state legislatures on the technology they have utilized during the pandemic.

Slack Description
Slack is a messaging platform that utilizes different channels for communication among groups.

Slack was created to send and receive and messages as well as upload files and creates a
searchable log of all the messages and files that can viewed on public channels at any time.?
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The New York Times conducted tests of the 19 most popular messaging apps for the workplace
and concluded after two months of testing that Slack was the most effective app of this
nature.

Page 2 of 6


https://media.defense.gov/2020/Aurs450o0 085.578 134.256]/StructParent 11/Subtype/Link/Type/AnnoAtype/LLuctPar194yg 7 0 R/S/P>><</K 7/Lang(EN-UI_%20SELECN-k/K 5/Lang(EN-US)/P 43 0 R/Pg 7 0 R/S/P>><</K 7/Lang(EN-US)/P 43 0 R/Pg 7 0 R/S/P>>7 0 R/S/P>>7 0 R/S/P>>7 0 R/S/P>>7 0 R/S/P>>7 0 R/S/P>>70URI(htt88SURI(COLLABORATION_SERVICES_SECURELY_SHORT_0 R/0814.PDFSubtype/Lit/)>><</A 266 0 R/BS<</S/S/Type/Border/W 0>>/Border[0 0 0]/H/I7793 158.67 320.583 170.877]/StructPar0 0 R/S/P>><</K 7/Lang(EN-US)/P 43 0 R/Pg 7 0 R/S/P>>7 0 R/S/P>>7 0 R/S/P>>7 0 R/S/P>>7 0 R/S/P>>7 0 R/S/P>>70URI(htt88SURI(COLLABORATION_SERVICES_SECURELY_SHORT_0 R/0814.PDFSubtype/Liat/)>><</A 268 0 R/BS<</S/S/Type/Border/W 0>>/Border[0 0 11.88 4Type/Bo40SELE8 0>>/Border[0 0 0]/H/I/ructParent 28/Subtype/Link/Type/Annot>><</S/URI/URI(hhUS)suit/P>><<what-is-vice.goa-refuses-3bae-bf44-3df2470c2b12)>><</A 280 0 R/BS<</S/S/Type/Borde049 697 4 4 0 R/404.353</K 2/Lang(EN-US)/P 43 8g(EN-US)/P 43 0 R/Pg 7 0 R/S/P>><</K 4/Lang(EN-US)/P 43 0 R/Pg 7 0 R/S/P>><</K 5/Lang(EN-US)/P 43 0 R/Pg-refuses-40order/W 0>>/Border[0 0 0]/H/I/Rect[69.75 195.291 94.0205 207.49]/Struco40SEL04EN-US)/ng(EN-US)/P 43 7R/Pg 4 0 R/S/P>><</K 3/Lang(EN-US)/P 43 0 R/Pg 4 0 nytimesP>><<wir/Sttt0]/reviews/bonmeclou-messagre/hapoa-refusN-US)/P 43 0 R/Pg 10 0 R/S/P>/Border/W 
https://slack.com/security-practices

device used and IP address.*® Data is automatically backed up nightly to data centers around
the globe, with tests every 90 days. Primary Owners can initiate deletion of all of their
organization’s data, and paid users can customize the length of their data retention.*®

Government Uses

Several government agencies currently use Slack for their internal communications. According
to a 2019 Vice article, Slack reported that “*many local, state and government agencies and
legislatures’ use the service.”?° Slack also has a webpage devoted to the potential uses of Slack
for government.?t Although Slack does not release the names of which agencies use their
service without consent, many government agencies have provided publicly accessible
information on how and why they use Slack.

The United Kingdom has created a Slack channel open for access by anybody working for the
United Kingdom central government, with several subchannels for different topics and
departments. The platform allows government employees to “share what they’re working on,
ask questions and deepen community knowrydg11 ( )JJO0.ov kno
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and the Department of Veterans Affairs.?> The Department of Veterans Affairs (VA) website
attributes its use of Slack to the platform’s ability to “solve the problem of lost time through
inefficient communication and fragmented conversation.”2® VA users “direct message each

other, set up group channels, share documents, conduct conference calls, and use video.”?’

Alternative Communications Platforms
Microsoft Teams

Microsoft Teams (MS Teams) is a part of the Microsoft Office 365 hub. MS Teams works as a
collaboration hub that allows users to video chat, message, schedule meetings, and collaborate
on documents. Users can create new teams, comprised of others within their organization.
Within a team, users can meet, message and share files. Through the meeting feature, users are
able to schedule virtual meetings and invite other Teams users.?®

As of April 2020, all employees of the Canadian government’s Environment and Climate Change
Canada (ECCC) agency have access to Microsoft Office 365, including MS Teams, for all
unclassified information.?® The ECCC has two groups, with additional channels created as
necessary.%°

Google Chat

Google Chat is another messaging platform that allows for group messaging, file sharing, and
searchable message history.3! The app is free for users and is built into the Google interface and
can be accessed through a Gmail account. Google also offers a Google Meet feature that offers
video chatting and screen sharing abilities for up to 250 participants.3? Google Chat or as it was

% Federal Risk and Authorization Management Program, “Slack Technologies — Slack,” United States General
Services Administration, May 20, 2020, accessed March 14, 2021,
https://marketplace.fedramp.gov/#!/product/slack?sort=productName&productNameSearch=slack.

2 Department of Veterans Affairs, “Slack,” DigitalVA, last modified March 22, 2021, accessed March 22, 2021,
https://www.oit.va.gov/services/cloud-software/catalog/item/itemid/1.

27 Department of Veterans Affairs, “Slack.”

28 Microsoft, “Welcome to Microsoft Teams,” Microsoft Support, accessed March 22, 2021,
https://support.microsoft.com/en-us/office/welcome-to-microsoft-teams-b98d533f-
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formerly called Hangouts Chat has been approved for use by the US General Service
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the United States and abroad, but many American state legislatures still currently rely mainly
on email and phone communications. None of the legislatures that we contacted reported that
they use Slack, but these bodies have adopted several other platforms for internal
communications, including Microsoft Teams and Google Chat. For legislatures looking to
transition away from email and towards a more streamlined messaging system, platforms such
as Slack, Microsoft Teams, and Google Chat provide options for secure collaboration and
communication,

This report was completed on April 7, 2021, by Nola Farrell, Holly Kuhn, and Emily Sheftman
under the supervision of VLRS Director, Professor Anthony “Jack” Gierzynski in response to a
request from Representative Barbara Rachelson.

Contact: Professor Anthony “Jack” Gierzynski, 534 Old Mill, The University of Vermont, Burlington, VT 05405,
phone 802-656-7973, email agierzyn@uvm.edu.

Disclaimer: The material contained in the report does not reflect the official policy of the University of Vermont.
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